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The Hidden Threat
in Our Digital Lives

INTRODUCTION

Picture this: You're scrolling through
social media when you receive a
message from someone attractive. They
seem genuinely interested in you, asking
thoughtful questions about your life, your
dreams, your fears. Within days, you're
sharing intimate conversations. Within
weeks, you might be sharing intimate
images. Then, suddenly, the person you
thought you knew becomes your worst
nightmare.

This is sextortion—a cybercrime that has
exploded in recent years, targeting
people of all ages, backgrounds, and
walks of life. Unlike traditional online
scams that target your wallet, sextortion
attacks something far more precious:
your dignity, your privacy, and your
peace of mind.

At Tanosec Cybersecurity, we've seen
this first-hand. We've seen confident
professionals reduced to tears,
teenagers driven to desperation, and
families torn apart by shame and fear.
But we've also witnessed something
remarkable: the incredible resilience of
human beings when they're armed with
the right knowledge and support.

Sextortion doesn't just happen to ‘other
people’. It targets successful business
people, students, parents, grandparents,
and everyone in between. The criminals
behind these schemes are sophisticated,
patient, and ruthlessly manipulative. They
understand human psychology, exploit
our natural desire for connection, and
prey on our deepest fears about
judgement and exposure.

What makes sextortion particularly
devastating is that it weaponizes
intimacy itself. The very human need for
connection, love, and acceptance
becomes the trap that ensnares victims.
This isn't about being ‘gullible’ or
‘stupid’—it's about being human.

+ Why this guide matters

In our connected world, digital literacy
isn't just about knowing how to use
technology—it's about understanding
the dark side of human behavior in digital
spaces. Every person who reads this
guide becomes a potential guardian for
their family, friends, and community.
Knowledge shared is protection
multiplied.



INTRODUCTION

This guide will walk you through
everything you need to know: how to
recognize the warning signs before you
become a target, what to do if you're
already caught in a sextortion scheme,
and how to build digital habits that
protect you for life. We'll also address
the psychological impact of these
crimes, because understanding the
emotional toll is crucial for both
prevention and recovery.

If you're reading this as a preventive
measure, congratulations—you're
already ahead of the game. The
strategies in this guide aren't just
theoretical; they're battle-tested
approaches that have helped real
people avoid real threats. Share this
knowledge with your family, especially
teenagers and young adults who are
most commonly targeted.

Remember: In the digital age,
cybersecurity isn't just about protecting
your data—it's about protecting your life.

+ If You're Reading This as a
Victim.
If you're currently facing sextortion,
please know this: You are not alone.
This is not your fault. And there is
absolutely a way forward. The shame
you feel belongs to the criminal, not to
you. The fear you're experiencing is real,
but it doesn't have to control your life.

Your decision to seek information is
already a step toward reclaiming your
power. That takes courage, and courage
is exactly what you'll need to overcome
this challenge.

+ For Everyone Else



Understanding
Digital Blackmail

2.WHAT IS SEXTORTION?

Sextortion is digital terrorism disguised
as romance or opportunity. It's when
criminals trick, coerce, or hack their way
to intimate images or videos of you, then
use these as weapons to demand
money, more content, or other favours.

Think of it as traditional blackmail, but
with a devastating twist—the material is
deeply personal, and the threat of
exposure can feel like social death.
Unlike other cybercrimes that target your
financial accounts, sextortion attacks
your identity, your relationships, and your
sense of safety in the world.

This panic is exactly what criminals count
on. They know that when people are
terrified and ashamed, they'll pay almost
anything to make the threat disappear—
even when paying actually makes the
situation worse.

+ What Makes Sextortion So
Effective?

Criminals understand that intimate
images carry a unique power to shame
and control. In our social media-driven
world, reputation feels more fragile than
ever. The thought of friends, family,
colleagues, or employers seeing
intimate content creates a level of panic
that makes rational decision-making
nearly impossible.



The Criminal’s
Arsenal

2.WHAT IS SEXTORTION?

Fake Romance (Catfishing)
Creating elaborate false identities,
often using stolen photos of attractive
people, to build trust and emotional
connection before requesting intimate
content

Malware & Device Hacking
Using malicious software to gain
unauthorized access to devices,
webcams, and photo libraries

Social Engineering
Sophisticated psychological
manipulation techniques that make
victims feel comfortable sharing
personal information

A.I. Generated Content
Creating realistic fake intimate images
from publicly available photos on
social media platforms, using freely
available AI Tools.

Authority Impersonation
Posing as law enforcement, IT
professionals, or company executives
to create fear and urgency.

Sextortion-as-a-Service
Organised criminal networks that
operate like businesses, with
specialised roles for grooming,
recruitment, manipulation, and
collection.

Whether they're after money, intimate
content for distribution, or simply the
thrill of control, sextortion criminals have
one primary objective: to make you feel
trapped, ashamed, and willing to do
anything to make it stop. They succeed
because they understand that the fear of
exposure often feels worse than the
actual cost of compliance.

Here's what criminals don't advertise:
paying or complying rarely ends the
nightmare. Instead, it often marks the
beginning of a longer, more expensive
ordeal. Once you pay, you've proven
you're a profitable target, and the
demands typically escalate.

+ The Ultimate Goal

+ The Cruel Reality



3.HOW SEXTORTION WORKS

The Criminal's
Playbook

Understanding how these criminals operate is your first line of defence. Their methods
are calculated and surprisingly similar:

+ The Romance Trap

+ The Authority Scam

+ The Malware Attack

+ The AI Threat

They create fake profiles with stolen
photos, craft compelling backstories,
and shower you with attention. Within
days or weeks, they're professing love
and asking for intimate photos "to feel
closer to you."

Others pose as law enforcement, IT
professionals, or company executives,
claiming they've discovered that your
device/account is compromised. They
then  demand payment to "resolve" the
situation.

Some criminals skip the social
engineering entirely. They send you a link
or attachment that installs malware on
your device, giving them access to your
camera, photos, and personal
information.

The newest and perhaps most disturbing
trend involves criminals using artificial
intelligence to create realistic explicit
images of victims using photos from
social media. No intimate photos were
ever shared—yet the blackmail material
looks convincingly real.



Spotting an Attack
Before It's Too Late

4.RED FLAGS

Your instincts are often right. If something feels off, it probably is. Watch for these
warning signs:

+ The Relationship Rushes
Forward

+ The Requests Begin

+ The Pressure Mounts

"I love you" within days of meeting
Immediate requests for personal
information or photos
Pressure to move conversations to
private apps quickly

Asking for intimate photos early in the
relationship
Sending you explicit content first to
"normalise" the request
Claiming it's "normal" or "what
couples do"

Creating urgency: "Send it now or I'll
think you don't trust me"
Threatening to end the relationship if
you don't comply
Making you feel guilty for being
"suspicious"

+ The Trap Springs

Suddenly claiming to have
compromising material
Demanding money, gift cards, or
more content
Threatening to share images with
your family, friends, or employer
Creating fake evidence of
compromised content to increase
fear

Trust your gut. Legitimate relationships
don't operate this way.



Why Sextortion
Destroys
Lives

4.THE REAL COST

The criminals want you to think this is "just" about money. It's not. The true cost goes
far deeper than any financial demand:

Victims describe feeling violated in ways
that are difficult to put into words. Unlike
other crimes, sextortion attacks your
most private self and threatens to
expose it to the world. This creates a
unique form of trauma that combines:

Intense shame and self-blame: "How
could I have been so stupid?"
Paralyzing fear: "What if everyone
finds out?"
Loss of control: "I have no power over
what happens next"
Anxiety and panic attacks: Triggered
by device notifications or social
media activity
Depression and withdrawal: Many
victims isolate themselves from
friends and family
Sleep disruption and nightmares: The
stress affects basic biological
functions
Suicidal ideation: In severe cases,
victims feel that ending their life is
the only escape

Mental health professionals note that
sextortion trauma can be particularly
persistent because the threat of
exposure never fully disappears,
creating ongoing hypervigilance and
anxiety.

Even when threats aren't carried out, the
fear of exposure creates profound
changes in victims' lives:

Digital withdrawal: Avoiding social
media, email, and sometimes even
basic phone usage
Social isolation: Declining invitations
and avoiding gatherings out of fear
that ‘everyone knows’
Relationship strain: Partners, family
members, and friends may not
understand the victim's behavioural
changes
Professional impact: Some victims
change jobs, quit school, or avoid
career opportunities to escape
perceived threats
Trust issues: Difficulty forming new
relationships or maintaining existing
ones

+ The Psychological Wounds

+ The Social Fallout



4.THE REAL COST

Here's the brutal truth that criminals hide:
Paying doesn't make it stop—it makes
you a confirmed target. Research shows
that:

85% of victims who pay are
contacted again within 30 days with
new demands
Average demands increase by 150%
after the first payment is made
Multiple criminal groups often share
victim information, leading to copycat
attacks
Payment methods (cryptocurrency
wallets, payment apps) can be
tracked by other criminals

The psychology is simple: if you pay
once, you'll likely pay again. Criminals
know this and exploit it ruthlessly.

+ The Financial Trap: Why
Paying Makes It Worse

One of the most insidious tactics involves criminals claiming that victims have committed
crimes. Common false accusations include:

"You've created child pornography" (if the victim is or appears young)
"You've violated obscenity laws"
"You've committed adultery" (in regions where this has legal consequences)
"You've broken workplace conduct codes"

+ The False Legal Threats

Perhaps the most devastating aspect of
sextortion is how it strips away victims'
sense of control over their own lives.
Suddenly, major life decisions—where to
work, whom to date, which social events
to attend—are influenced by fear of a
criminal's potential actions.

This loss of autonomy can persist long
after the immediate threat has passed,
affecting victims' ability to trust their own
judgement and feel secure in their daily
lives.

+ The Loss of Personal Autonomy

None of these are true. Victims of sextortion have committed no crime. These
threats are meant to increase fear and prevent victims from seeking help.



Global and South
African Reality

5.THE NUMBERS DON’T LIE

While shame keeps many victims silent, the data we do have paints a clear picture:

Sextortion reports have increased by
more than 300% in the past five years
The average victim is between 15-25
years old
Most cases involve males being
targeted by organised criminal
groups.

INTERPOL's 2025 Africa Cyberthreat
Assessment identifies sextortion as
one of the continent's top
cybercrimes
60% of African countries report
increasing sextortion incidents
South Africa ranks among the
highest for reported cases.

+ Globally: + In Africa:



7. IF YOUR’RE A VICTIM

Your Roadmap
to Recovery

First, take ten deep breaths. You are going to get through this.
If you're facing sextortion right now, here's what to do:

Don't send money, gift cards, or
cryptocurrency
Don't send additional intimate
content
Don't comply with other demands

Paying rarely ends the extortion—it
usually makes it worse.

Block the criminal on all platforms
immediately
Don't respond to messages, even to
argue or plead
Don't let curiosity make you check
their profiles

Before blocking, take screenshots of:
All conversations and threats
The criminal's profile information
Any payment demands
Email addresses, usernames, or
phone numbers used
This evidence is crucial for law
enforcement.

In South Africa:
Police: Call 10111 or visit your nearest
station
Online platforms: Report the
criminal's accounts
Financial institutions: If you paid,
contact your bank immediately to
reverse payments if possible

Crisis Support:

TEARS Foundation: SMS 1347355#
or call 08000 83277 (24/7)

Childline South Africa: 0800 055
555          

       (for minors)

SADAG: 080 021 2223 
       (depression and anxiety support)

+ STOP: Do Not Pay or Comply

+BLOCK: Cut All Contact

+ SAVE: Preserve Evidence

+ REPORT: Get Authorities Involved

SEEK SUPPORT
You Don't Have to Face This
Alone



7. IF YOUR’RE A VICTIM

Legal Help:

Consult a legal professional
specialising in cybercrime
Many offer free initial consultations
for victims

Image Removal:

StopNCII.org can help prevent spread
of intimate images online
The service creates digital
"fingerprints" to help platforms detect
and remove copies

Consider professional counseling
Reconnect with trusted friends and
family
Remember: The shame belongs to
the criminal, not you

HEAL: Focus on Recovery



Prevention That
Actually Works

8.BUILDING YOUR DEFENCE

The best way to handle sextortion is to avoid it entirely. Here's how to build a digital
fortress around your personal life:

The cardinal rule of digital intimacy: once
you send an intimate image, you lose
control over it forever. Even people you
trust completely can have their accounts
hacked, their devices stolen, or their
feelings for you may change. Before
sharing anything intimate, ask yourself:

Do I really know this person? Have
you met in person? Do you have
mutual friends who can vouch for
them?
What's the worst-case scenario? If
this image became public, how would
it affect your life, career, and
relationships?
Is there a less risky alternative? Can
you express intimacy in ways that
don't involve permanent digital
content?
Am I being pressured? Healthy
relationships don't involve coercion
or ultimatums about intimate content

The 24-Hour Rule: If someone asks for
intimate content, wait 24 hours before
deciding. If they can't respect that
boundary, they're not worth trusting with
intimate material.

In the digital age, identities are
surprisingly easy to fake. Before
developing intimate relationships online:

Reverse-search profile photos using
Google Images or TinEye to verify the
different instances where the image
has appeared
Insist on random video calls at
unexpected times—not just
scheduled ones that could be pre-
recorded
Ask specific questions about details
in their photos or claimed
background
Look for red flags in their digital
footprint: limited social media history,
few friends, or generic posts
Trust your network: If something
feels off, ask friends or family for
their opinion

The Video Call Test: Real people can
have spontaneous video conversations.
Scammers often refuse or make
excuses to avoid live video interaction.

+ Think Twice Before You Share + Verify Before You Trust



8.BUILDING YOUR DEFENCE

Your devices are gateways to your
private life. Secure them like you would
your home:

Use strong, unique passwords for
every account—consider a password
manager to make this easier
Enable two-factor authentication
wherever possible, especially on
email and social media accounts
Keep software updated
automatically to patch security
vulnerabilities as they're discovered
Install reputable antivirus software
and keep it updated
Be cautious with public Wi-Fi: Avoid
accessing sensitive accounts or
sharing personal information on
unsecured networks
Cover your webcam when not in use
—a simple piece of tape can prevent
unauthorised access
Regular security audits: Periodically
review your accounts for suspicious
activity

Separate personal and professional
online identities when possible
Limit personal information in your
profiles—criminals use details like
birthdays, pet names, and
hometowns for social engineering

Your social media accounts shouldn't be open books for criminals to study:

Review privacy settings quarterly on all social media platforms
Limit friend/follower lists to people you actually know
Avoid posting location information in real-time
Think before tagging: Be selective about being tagged in others' posts

+ Secure Your Digital Life

+ Strengthen Your Privacy 

Your social media accounts shouldn't be
open books for criminals to study:

Review privacy settings quarterly on
all social media platforms
Limit friend/follower lists to people
you actually know
Avoid posting location information in
real-time
Think before tagging: Be selective
about being tagged in others' posts



Technology alone can't protect you—
you need people in your corner:

Educate your circle: Share
cybersecurity knowledge with family
and friends
Create accountability: Let trusted
people know when you're developing
new online relationships
Establish check-in protocols:
Regular conversations about online
safety with teenagers and young
family members
Remove stigma: Make it clear that
anyone in your circle can come to
you with cybersecurity concerns
without judgement

+ Building Your Support Network

8.BUILDING YOUR DEFENCE

For those who want maximum security:

Consider separate devices for dating
apps and social media
Use encrypted messaging apps for
sensitive conversations
Regular digital detoxes: Periodic
breaks from social media and online
dating
Professional consultation: If you're in
a high-profile position, consider
consulting with a cybersecurity
professional about personal
protection strategies

Remember: Perfect security isn't about
living in fear—it's about making informed
choices that let you enjoy the benefits of
digital connection while minimizing the
risks.

+ Advanced Protection Strategies



About Tanosec
Cybersecurity

8.BUILDING YOUR DEFENCE

At Tanosec Cybersecurity, we believe that everyone deserves to feel safe online.
We're not just cybersecurity experts—we're advocates for digital dignity and
privacy.

We work every day to stay ahead of evolving cyber threats, providing individuals and
organizations with the knowledge and tools they need to protect themselves. When
criminals attack, we're here to help you fight back.

We provide clear, actionable advice without judgement
We stay current with the latest threats and defence strategies
We support victims and promote digital literacy in our communities
We believe that knowledge is the most powerful cybersecurity tool

Our Mission

Our Promise

Website: https://tanosec.co.za
Email: info@tanosec.co.za
Phone: +27 62 1234 244
Follow us on socials for regular cybersecurity updates and tips or visit our website
for more free resources.

Connect With Us

Remember: You have the right to feel safe online. If you're a victim, you have the
power to take back control. If you're reading this to protect yourself or others, you're
already taking the most important step.

Stay vigilant. Stay informed. Stay safe.



Resources for
South Africa

10.RESOURCES + HELPLINES

It's incredibly brave to seek help if you suspect you're a victim of sextortion.
Remember, it is NOT your fault. Here's a list of numbers and resources for people in
South Africa and internationally.

Provides crisis intervention, advocacy, counselling, and prevention education.
Helpline: 08000 TEARS (83277) or +27 66 435 3108
USSD (SMS): 1347355#
Email: info@tears.co.za
Website: www.tears.co.za

+ TEARS Foundation

24/7, free and confidential support.
Helpline: 0800 150 150

+ Stop Gender Violence Helpline

 24/7 free and confidential counselling
Helpline: 0861-322-322

+ LifeLine South Africa

Free and confidential counselling support to survivors of rape and sexual violence.
Helpline: 021-447-9762
Website: rapecrisis.org.za

+ Rape Crisis Cape Town Trust Helpline



Resources for
South Africa

10.RESOURCES + HELPLINES

24/7, free and confidential support for youth.
Helpline: 116 (for children/youth) or 0800 055 555
Website: childlinesa.org.za

+ Childline South Africa

Offers mental health support.
Helpline: 0800 21 22 23
Toll-Free Crisis Line: 086 157 4747

+ The South African Depression and Anxiety Group (SADAG)

Helpline: 0800 222 777

+ Human Trafficking Helpline

Report the case at any police station. You have the right to be treated with dignity
and can request a private room and a female police officer. You can bring a trusted
person with you for support.
While anonymous reports are possible, providing details (name of perpetrator,
date, time, location, narrative, supporting messages) helps investigators.

+ Reporting to Law Enforcement in South Africa:



International
Resources

10.RESOURCES + HELPLINES

A free tool to help prevent the sharing of intimate images online without consent. It
creates "digital fingerprints" of your images, which are then shared with participating
companies (like Facebook, TikTok, Instagram) to help detect and remove them.

Website: www.stopncii.org

+ Cyber Civil Rights Initiative (CCRI): 
Offers support and resources for victims of image-based sexual abuse, including
sextortion.

Image Abuse Helpline (US-based, but provides international resources): 1-844-878-
CCRI (2274)
Website: cybercivilrights.org/ccri-safety-center/ (Look for "International
Resources")

+ National Center for Missing and Exploited Children (NCMEC) 
Cybertipline: While primarily US-based, they are a critical resource for child sextortion
cases globally.

Cybertipline: report.cybertip.org
Take It Down Tool: takeitdown.ncmec.org (to help prevent images from spreading)
Email: gethelp@ncmec.org
Phone: 1-800-THE-LOST (1-800-843-5678)

+ Internet Watch Foundation (IWF)
 (UK-based, but offers general advice): Provides advice and guidance for adults who
have been victims of sextortion. They operate the Revenge Porn Helpline in the UK and
are part of the StopNCII.org initiative.

Website: iwf.org.uk/resources/sextortion/adults/

+ StopNCII.org (Stop Non-Consensual Intimate Image Abuse)

List of International Suicide Hotlines
https://tinyurl.com/mwjh636e
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