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Hey There, 
Digital Explorer!

1. INTRODUCTION

Hey There, Digital Explorer!
You're a digital native, right? That means you grew up with screens, games, and the internet always around. Gaming, social
media, streaming cool videos, chatting with friends – it's all part of your daily life. And that's totally awesome! The internet gives
you incredible chances to learn, create, connect, and have heaps of fun.

But here’s the thing: just like you wouldn't walk alone in a dark, unfamiliar street at night, you need to know how to stay safe in
the digital world too. This guide isn't here to scare you or stop your online fun. No way! It’s here to give you digital superpowers –
the knowledge and tools to spot trouble before it spots you.

Think of Tanosec as your online safety sidekick, and this guide as your digital shield. It's protection that you carry with you
wherever you go online. The more you know about how online tricksters, scammers, and bullies work, the better you can
protect yourself and even help your friends.

Ready to level up your online safety game? Let's go!



2.THE NEW REALITY

Trust Your Gut
It’s Your Online Superpower

Your Instincts Are Always Right

You know that weird feeling you get when something just doesn't seem right? That’s your brain's amazing early warning system,
and guess what? It works online too! If someone you’ve met online makes you feel uncomfortable, nervous, or confused, listen
to that feeling. It’s your body sending you a message!

Look out for these "Red Flag Feelings"

Feeling like you must keep a conversation secret
from your family or friends.
Getting a "too good to be true" vibe from someone –
like they're offering something amazing for nothing.
Feeling pressured to do something you’re not sure
about or don't want to do.
Sensing that someone is trying too hard to be your
"best friend" super fast.
Feeling confused about why an adult wants to be
your close friend.

The "Ick Factor" Test

If something online gives you the "ick" – that gross,
uncomfortable feeling in your stomach – TRUST IT! Your
brain often spots danger signs even before you fully
understand why. 

An adult who talks to you like you're way more mature
than you are
Someone who asks a lot of personal questions early
in your conversations
People who seem to know a lot about you that you
don't remember sharing
Anyone who makes you feel bad about your family,
friends, or real life
Someone who offers you gifts or money for no clear
reason.



3.WHAT TO WATCH OUT FOR

The Gaming World
Fun Times, Real Risks

The "Pro Gamer" Who Asks Too Many Questions: 

You're owning it in your favourite game when someone
who's super good offers to help you level up. Cool, right?
But then they start asking:

"What school do you go to?"
"Where do you live?"
"What do your parents do for work?"
"Can we voice chat privately so I can 'teach you
better'?" 

Listen up: Real pro gamers who want to help usually stick
to game advice. They don't need your life story to help you
get better at Fortnite or Roblox. If they ask too many
personal questions, that’s a RED FLAG!

Keep an eye out for these in your games:

The Gift Giver Who Wants Something Back:

Someone offers to buy you premium skins, game currency,
or account upgrades. Their reasons might sound okay:

"I have extra money on my account."
"I want to help you enjoy the game more."
"I'm quitting this game and want to give away my stuff."
Here's the truth: Real, good players almost never give
expensive gifts to strangers. If someone does want to
give you something expensive in a game, and it feels
weird or they ask for something in return (especially
personal info or photos), that's a HUGE RED FLAG!

+ Gaming is Social
And That's Not Always Safe

Gaming platforms aren't just about playing games anymore – they're like big, busy social hubs where you can chat, make new
friends, and hang out. Most of the time, this is awesome! But it also means these platforms attract people who aren't there just
to play games.

The Private Server Invitation

Someone invites you to join a "special" private server, Discord channel, or exclusive group. They might say:
"The real fun happens in our private server"
"We can talk freely there without all the rules"
"Only the cool players are invited to this server"

Private servers aren't automatically dangerous, but be very careful about ones where adults create "kid-only" spaces away
from normal game moderation.

On Roblox beware of the following:

Adults who create "dating" games or roleplay scenarios.
People who ask you to meet up in private areas of
games.
Anyone who tries to get you to share personal info
through in-game chat.
Players who offer to buy you Robux in exchange for
"favours" or personal information.

Minecraft and Building Game Risks

Adults who want to build "houses" together in isolated
areas away from other players.
Players who create romantic or inappropriate scenarios
in creative mode.
Anyone who suggests moving from public servers to
private worlds "just the two of us."

Discord Dangers

Voice chat rooms where you're the only young
person.
Servers that ask you to "verify your age" with photos
(especially photos of you with your ID).
Groups that encourage you to lie to your parents
about your online activities.
People who send friend requests after barely
chatting in game rooms.



If you see this pattern, hit the brakes! This is a BIG RED FLAG!

4.WHAT TO WATCH OUT FOR

Social Media – Where Everything Feels
Public But Danger Hides in Private

+ The DM Trap
Direct messages (DMs) are where most online tricksters try to make their move. They often start in public comments or
posts, then quickly suggest moving to private messages.

Here’s the usual pattern:

1.They comment on your posts with compliments or say they share your interests.
2.They send a DM saying they didn't want to "bother everyone" with their questions.
3.They gradually ask more and more personal questions.
4.They start sharing "secrets" and ask you to keep things just between you two.
5.They suggest meeting in person or ask for photos/videos that you wouldn't normally share.

If your real-life friends think someone you met online is weird or creepy, LISTEN TO THEM. They might see something you’re
missing because you’re caught up in the online chat. Your real friends care about you!

+ The Fake Profile Game
Creating fake profiles is super easy now, especially with AI helping to create realistic photos

Look out for these "Fake Profile" Red Flags:
Very few posts or photos for an account that's supposedly been around for a while.
Photos that look too perfect or professional (they might be fake or stock photos).
A "friends" or "followers" list that doesn't make sense (like a "teenager" whose friends are all much older adults).
Stories that don't add up or change over time.
Refusal to video chat or talk on the phone, always having an excuse.

+ The "Modeling Scout" Scam

This is a huge trick on Instagram and TikTok. Someone claiming to be a talent scout, photographer, or modeling agent
reaches out to you. They might say:

"You have a great look for modeling!"
"I can help you become a big influencer!"
"Send me some photos so I can see if you're right for this opportunity."

The truth: Real modeling agencies and legitimate talent scouts have professional websites, office addresses, and they always
work with your parents from the very beginning. They would never contact a minor directly like this. This is a RED FLAG!



TikTok

Be aware that your videos can be saved and used by
anyone, even if you delete them later.
Don't respond to comments asking for personal
information.
Be careful about trending challenges that ask you to
share personal details.
Understand that even "private" accounts aren't
completely private – your followers can still share
your content.

Money, Gifts,and Scams-Nothing is
Really Free

Snapchat

The "disappearing" messages aren't as private as you think – they can be screenshotted or recorded!
Be very careful about sharing your exact location with people using Snap Map.
Don't add people to your friends list just because they found you through "Quick Add" – only add people you know.
Remember that anything you send can be saved by the person receiving it, even if it disappears for you.

+ Platform Specific Safety Tips

Instagram

Be suspicious of new followers with very few posts or
followers themselves.
Don't accept DM requests from people you don't
know or who feel weird.
Be careful about who can see your location in your
posts.
Watch out for "finsta" (fake Instagram) pressure – if
someone asks you to create a secret account your
parents can't see, that's a RED FLAG!

5.WHAT TO WATCH OUT FOR

One of the oldest tricks in the book online is offering you something for "free." Online tricksters and scammers know that kids
often want things they can't afford – like cool premium gaming accounts, expensive clothes, or the latest gadgets.

Common "Gift" Scams

"I'll buy you that skin/game/item you want, just give me your account info so I can gift it."
"I work for [a famous company] and can get you free stuff, just send me your address."
"I'm doing a giveaway, but I need your phone number to contact winners."
"Send me a photo holding your ID so I can verify you're eligible for this prize."

+ The Gift Trap

The Reality Check: If someone you barely know online wants to spend money on you, ask yourself ‘WHY’? What do they get
out of it? Real friends might share or gift small things sometimes, but expensive gifts from online strangers always come with
strings attached. 
It's a RED FLAG!

Scammers are now targeting teens with cryptocurrency and investment opportunities:

"I can teach you how to make money with crypto!"
"Invest this small amount, and I'll show you how to double it."
"Join my exclusive trading group!" (that requires personal info to join)
"I'll manage your investments for you."

The truth is, if someone could really make money this easily, they wouldn't need to recruit random teens online to do it. This is a
RED FLAG! Investing is for grown-ups and needs real advice, not internet strangers.

+ Cryptocurrency and Investment Scams



This usually happens after someone has been talking to you for a while and feels like a friend. They might say:

+ The "Emergency" Money Request

"My mom took my phone, and I need to pay for this thing urgently!"
"I'm stuck somewhere and need money for transportation."
"I'll pay you back as soon as I can access my account."

Think smart: Real friends in actual emergencies call their families, local friends, or the police. They don't ask online friends
they've never met for money. This is a BIG RED FLAG!

7.GROOMING

When Adults Try to Be Your "Best
Friend"

Phase 1
The Perfect Friend

They seem to understand you better than anyone
else.
They're always available to chat when you need
someone.
They take your side against your parents, teachers, or
friends.
They make you feel special and mature.

Phase 3
Testing Boundaries

Gradually introducing more mature or adult topics
into conversations.
Asking for photos (starting with innocent ones, then
slowly pushing for more).
Suggesting private video chats or phone calls outside
the game/app.
Making comments about your appearance or body
that feel strange.

Phase 2
Creating Secrets

"Your parents wouldn't understand our friendship."
"People our age just connect better than people
think."
"Don't mention me to your friends – they might get
jealous."
"This is our special friendship that other people
wouldn't get."

Phase 4
Isolation and Control

Convincing you that they're the only person who truly
cares about you.
Creating conflict between you and your real-life
support system (parents, friends).
Making you feel guilty for not trusting them
completely.
Pressuring you to meet in person.

Understanding how online predators operate helps you recognise their sneaky tactics early. They are usually very patient and
strategic. They don't jump straight to asking for bad stuff.

+ The Grooming Process
How Predators Work

If you spot these phases happening, it's a HUGE, FLASHING RED FLAG!



+ Why Adults Shouldn't Want to Be Your "Best Friend"

Legitimate Adult-Teen Interactions (the GOOD kind!)

Teachers, coaches, mentors in official roles (at school, sports, clubs).
Family friends you've known for years and interact with your parents.
Adults in structured activities (youth group leaders, counsellors) where other adults are present.
Professionals helping with specific skills (music teachers, tutors, etc.).

Red Flag Adult Behaviour Online

Wanting to be your personal confidant about your relationships and family problems.
Asking you to keep your friendship secret from other adults.
Being more interested in your personal life than whatever they're supposed to be helping you with (like the game).
Treating you like a peer (someone their own age) instead of recognising the age difference.

Think about it: What do you, a kid or teenager, and a 25, 35, or 45-year-old adult really have in common in a "best friend" way?
Why would a healthy adult prefer hanging out with teenagers instead of people their own age?



Your Digital Footprint – What You Share
Can Be Used Against You

8.RED FLAGS

School Information

Your school name, mascot, or team names.
Photos in your school uniform or with school logos
visible.
Mentions of specific teachers, classes, or school
events.
Your school schedule information.

Personal Habits

Your daily routines or schedules.
Places you regularly visit (like the gym, a mall, or a
friend's house).
How you get around (walking to school, taking
specific bus routes).
Hobbies that could reveal your location (local sports
teams, specific activity centres).

Family Details

Parents' names or professions.
Family vacation plans or locations.
Your home address or even just your neighbourhood.
Information about when your family is home or away.

Every piece of information you share online is like giving someone a puzzle piece about your life. One piece isn't dangerous, but
when someone collects enough pieces, they can use that information to:

Pretend to know you better than they do.
Guess your passwords or security questions.
Find out where you live or go to school.
Manipulate you by using your interests and problems against you.

+ Information is Power
Especially In the Wrong Hands

+ Seemingly Innocent Information That's Actually Risky

+ Smart Social Media Habits

Before You Post, Ask Yourself:

Could this help someone figure out where I live or go to school?
Am I sharing information that could be used to guess my passwords?
Would I be comfortable with a stranger knowing this about me?
Could this photo or information be used to embarrass me later?

Location, Location, Location: Turn off location services for social media apps! That "innocent" selfie at your favorite coffee shop
or park tells people exactly where to find you and when you're usually there.



9.THE REAL COST

Cyberbullying – When Online Friends
Become Enemies

Creating fake accounts to spread nasty rumours about you.
Sharing private conversations or photos without your permission.
"Attack waves" where groups of people target you all at once.
Using AI to create fake, embarrassing images or videos of you.
Doxxing: Sharing your personal information publicly (like your address or school) to encourage others to harass you.

Creating fake accounts to spread nasty rumours about you.
Sharing private conversations or photos without your permission.
"Attack waves" where groups of people target you all at once.
Using AI to create fake, embarrassing images or videos of you.
Doxxing: Sharing your personal information publicly (like your address or school) to encourage others to harass you.

Cyberbullying has changed. It's not just simple name-calling anymore. Modern online harassment can include:

Sometimes the most hurtful online experiences come from people you thought were your friends.

Warning Signs of Toxic Online Friends

They screenshot your private conversations to share with others.
They pressure you to share information or photos you're not comfortable sharing.
They get angry when you don't respond to messages immediately.
They try to control who else you talk to online.
They share your personal problems with others without your permission.
They make you feel guilty for having other friends or interests.

+ The New Face of Bullying

+ When Friends Turn Toxic Online

+ Fighting Back Smart
Your Power Play

DON'T Engage in Drama Wars

Don't respond to harassment with more harassment. It just makes things worse.
Don't try to "expose" bullies by sharing their private information.
Don't create fake accounts to spy on or harass people who hurt you.

DO Take Action (Use Your Superpower!)

Screenshot all evidence of harassment before blocking bullies. This is important proof!
Report serious harassment to the app or platform administrators.
Talk to trusted adults about ongoing cyberbullying.
Block people who consistently make you feel bad about yourself.



10.WHAT TO LOOK OUT FOR

Mental Health and Online 
Manipulation

Depression and anxiety.
Self-harm or eating disorders.
Unhealthy or "toxic" relationship ideas.
Crazy conspiracy theories or extreme viewpoints.

This isn't always helpful and can make you feel worse or give you unhealthy ideas about how to handle problems.

Social media apps use algorithms (clever computer rules) to show you content they think you’ll like. But sometimes, if you're
going through a tough time, this can actually make things worse. They might show you more content about:

+ When the Algorithm Works Against You

Protecting Your Mental Health Online

Unfollow accounts that consistently make you feel bad about yourself.
Use the "not interested" option on content that's harmful to your mental health.
Follow accounts that promote positive, healthy attitudes and make you feel good.
Take regular breaks from social media, especially when you're going through difficult times.

+ Recognizing Manipulation Tactics

Love Bombing: Someone showers you with excessive attention, compliments, and affection very quickly. This feels amazing
at first, but it's often followed by manipulation or demands.

Gaslighting: Someone tries to make you question your own memory, perceptions, or feelings. They might say:
"You're being too sensitive."
"That's not what I said!" (even when you know it is).
"You're imagining things."
"Everyone else thinks you're overreacting."

Isolation: Someone gradually tries to convince you that other people in your life (like your parents or friends) don't truly
understand or care about you. They might say:

"Your parents are too strict and don't get you."
"Your friends are just jealous of our connection."
"I'm the only one who really understands you."

These are all RED FLAGS! If you feel any of these, talk to a trusted adult.



11. IF YOUR’RE A VICTIM

When Things Go Wrong
Getting Help

Common Reasons Kids Don't Ask for Help (and why they're wrong!)

Fear of getting in trouble with parents.
Embarrassment about falling for a scam or manipulation.
Worry that adults will take away internet privileges.
Feeling like they should have known better.

The Truth: Adults who care about you want to help you stay safe, not punish you for making mistakes. Most parents would rather
know about a problem right away so they can help fix it, than discover it after it's gotten worse.

+ How to Talk to Adults About Online Problems

Preparing for the Conversation (if you can):

Write down what happened in order, like a story.
Save evidence (screenshots, messages, etc.) if you have it. Don't delete anything!
Think about what you want to happen (the person blocked, reported, etc.).
Be honest about what happened.

Starting the Conversation:

"Mom/Dad, I need help with something that happened online, and I'm worried about it."
"I think I made a mistake online, and I don't know how to fix it."
"Someone online is making me uncomfortable, and I don't know what to do."

+ It’s Never Too Late to Ask for Help

If you've already shared personal information, sent photos you regret, or gotten involved with someone online who turned out to
be dangerous, it's not your fault, and it's not too late to get help.

If Your Parents Overreact
Sometimes parents panic when they hear about online dangers. If their first reaction is to take away all your devices:

Ask them to take some time to think before making permanent decisions.
Suggest working together to solve the problem instead of just removing internet access.
Remind them that you came to them for help, which shows you can make good decisions and want to be safe.

Who to talk to
Your Trusted Adults:
Your parents or guardians
Teachers or school counsellors
Older siblings or cousins
Family friends who you trust
Religious leaders or youth group leaders

If You Can't Talk to Family (or need extra help):

School counsellors are trained to help with these situations.
Childline South Africa (08000 55 555) is a free helpline where you can talk to someone confidentially.
Some online platforms have support resources for users who are being harassed or exploited.

Professional Help: If online experiences have affected your feelings, sleep, schoolwork, or friendships for a long time, consider
talking to a counsellor or therapist who specializes in helping teens.



Building Your 
Digital Defense 
System

12.BUILDING YOUR DEFENCE

Friend Request Rules

Only accept requests from people you know in real life 
 OR

People you've interacted with in public spaces (like big gaming servers) for a reasonable amount of time, and who seem
trustworthy.
When in doubt, don't accept the request.

Information Sharing Guidelines: Create personal rules about what you will and won't share online:

Never share your full name, home address, school name, phone number, or detailed family information.
Be careful with photos that show identifying information (like your street), your daily routines, or vacation plans.
General safety remains in sharing general interests, favourite movies/music, funny stories that don't reveal personal details.

Communication Boundaries

You don't owe anyone immediate responses to messages. It's okay to take your time.
You can block or unfriend people who make you uncomfortable.
You can leave group chats or servers that become toxic.
You can say NO to voice chats, video calls, or meeting in person if you don't feel ready or safe.

+ Creating Strong Boundaries
Your Personal Rules

+ Password and Account Security
Lock Down Your Digital Fort!

Strong Password Habits

Use different passwords for different accounts.
Don't use personal information (like your birthday or pet's name) in passwords.
Consider using a password manager (your parents can help you with this).
NEVER share passwords with online friends.

Two-Factor Authentication (2FA): Turn this on for all your important accounts. It's an extra security step (like getting a code
to your phone) that makes it much harder for someone to hack your accounts, even if they guess your password. It's a bit
annoying sometimes, but super important!
Account Recovery Information: Make sure your backup email or phone number for recovering your accounts is up to date
and accessible only to you (and your trusted adults), not to someone who might be trying to control your accounts.

The digital world changes fast! New apps, new scams, and new risks appear all the time. Stay informed by:

Following legitimate tech news sources (ask your parents for good ones).
Listening when teachers or parents share new safety information.
Talking to friends about their online experiences and what they've learned.
Being skeptical of "too good to be true" opportunities.

Teaching Others: As you learn about online safety, share what you know with younger siblings, friends, or classmates.
Sometimes, learning from a peer is even cooler than from an adult!

+ Staying Updated and Informed
Be a Digital Detective



Not everyone you meet online is dangerous! Many people have made genuine, lasting friendships through gaming, social media,
and online communities. The key is learning to tell the difference between healthy online relationships and potentially dangerous
ones.

Healthy Online Friendships:
Develop naturally over time through shared interests.
Don't involve pressure to share personal information quickly.
Include interactions in public spaces (not just private messages).
Feel comfortable and natural, not secretive or too intense.
Don't involve requests for money, gifts, or personal favours.
Include people who respect your boundaries and your offline commitments.

Red Flag "Friendships":
Moves very quickly from strangers to "best friends."
Involves someone much older trying to relate to you like a peer.
Requires you to keep them a secret from your family or real-life friends.
Includes pressure to share photos, personal information, or meet in person.
Makes you feel guilty for not being available or responsive enough.
Involves someone who seems to know more about you than you've shared.

The Good Side-
Making Real
Friends Online

13.BUILDING YOUR DEFENCE

+ Online Friendships Can Be Real and Valuable

+ Meeting Online Friends in Real Life
Do It Safely!

If you've developed a genuine friendship with someone online and you (and your parents!) feel ready to meet them in person,
here's how to do it SUPER SAFELY:

Before Even Thinking About a Meeting:
You should have been friends for at least several months.
You should have had video chats or phone conversations to confirm they're real.
Their identity should be verified (you've seen them in real-time video, not just photos).
They should be close to your age.
They should be supportive of involving your parents in the meeting plans.

Safe Meeting Guidelines (ALWAYS!):
ALWAYS tell your parents or guardians about the plan. They must know.
Meet in a public place with lots of people around (like a busy mall or park).
Bring a parent or trusted friend with you. Do NOT go alone.
Have your own transportation arranged (or have your parent there).
Trust your instincts – if something feels off when you meet, leave immediately.

NEVER Meet Someone Who:
Refuses to video chat or always has excuses for why they can't.
Wants to meet somewhere private or isolated.
Asks you to lie to your parents about the meeting.
Pressures you to meet before you feel ready.
Is significantly older than you.
Has asked for personal photos or information from you.



Our Digital Future
Thinking Long-Term

14.BUILDING YOUR DEFENCE

Protecting Your Future Self
Think before you post: "Would I be comfortable with a college admissions officer seeing this?"
Remember that "private" social media accounts aren't always private – things can be screenshot and shared.
Be kind in your online interactions – mean comments can come back to haunt you.
Avoid posting when you're angry or upset – those are usually the posts you'll regret later.

The "Permanent Record" Myth (and Truth)
While it's true that things online can be permanent, don't let this freeze you. You're allowed to make mistakes, learn, and grow.
The key is learning from mistakes and developing better judgment over time.

The internet has a long memory. Photos, posts, comments, and even private messages can resurface years later. As you get
older and apply for jobs, colleges, or scholarships, people (like future bosses!) may look at your online presence.

Critical Thinking Skills:

Question information that seems too shocking or perfect to be true.
Look for multiple sources before believing news or rumours.
Think about why someone created content (Are they trying to sell you something? Make you angry? Get your personal
information?).
Know the difference between someone's opinion and a fact online.

+ What You Do Online Now Affects Your Future

+ Developing Digital Wisdom

Empathy and Ethics Online

Remember that there are real people behind usernames and profiles.
Treat others online the way you'd want to be treated.
Stand up for others who are being harassed or bullied.
Respect people's privacy and consent before sharing their information or photos.

Building Real-World Skills: 
Don't let online interactions replace real-world social skills. 

Make sure you're also:
Spending time with friends and family in person.
Participating in offline activities and hobbies.
Developing the ability to be comfortable without constant digital stimulation.
Learning to handle boredom and quiet time without always reaching for a device.



You've 
Got 
This!

Staying safe online isn't about being paranoid or giving up the fun parts of the internet. It's about being smart, aware, and trusting
your instincts. You have more power to protect yourself than you might realize!

Remember these Tanosec Super Rules:

Your gut feelings about people and situations are usually right – TRUST THEM!
Real friends respect your boundaries and don't pressure you.
Adults who want to be your "special friend" usually have hidden motives.
Nothing online is ever truly private or temporary. Think before you click!
It's never too late to ask for help if something goes wrong.

You're Not Alone: Every generation has had to learn how to navigate new social environments. Your parents had to learn about
stranger danger, driving safely, and dealing with peer pressure. You're learning about online safety, digital privacy, and virtual
relationships. The core ideas are the same: trust your instincts, make smart choices, and don't be afraid to ask for help when you
need it.

The online world is amazing. It's given you chances to learn, create, and connect that previous generations couldn't even
imagine. By developing good digital safety habits now, you're making sure that you can keep enjoying these opportunities safely
for years to come.

Trust your instincts about people and situations.
Keep personal information private.
Be skeptical of "too good to be true" offers.
Talk to trusted adults when something feels wrong.
Remember that real friends respect your boundaries.
Think before you share or post anything.
Stay informed about new platforms and risks.
Help teach others what you've learned!

You're growing up in the digital age, which makes you more tech-savvy than many adults. Use that knowledge responsibly, stay
curious about new safety information, and remember that being smart about online safety isn't limiting your freedom – it's
protecting it.

Stay safe, stay smart, and keep enjoying everything the digital world has to offer!

15.CONCLUSION

+ Your Digital Shield Checklist

Need Help Right Now?

If you're currently dealing with an online safety issue:

Talk to a trusted adult immediately. Don't wait!
Document any threatening or inappropriate behaviour (take screenshots!).
Block and report problematic users.
Don't try to handle serious situations alone.

Remember: Asking for help isn't getting someone in trouble – it's getting yourself out
of trouble.



Additional Resources and Contact
Information

16.RESOURCES + HELPLINES

+ Immediate & Emergency Contacts

SAPS (South African Police Service)

National Emergency: 10111 (For immediate emergencies
or to report a crime in progress.)
Crime Stop (Tip-off Line): 08600 10111 (For reporting
criminal activities anonymously.)
SAPS Cyber Crime Unit: While there isn't one single
national contact number for the unit, reporting through
your local police station is the first step. They will then
escalate to the relevant cybercrime specialists.

Childline South Africa:
Toll-Free Helpline: 08000 55 555 (Available 24 hours, 7 days a week, free from all networks. Provides
counselling and assistance for matters related to abuse, bullying, substance abuse, human trafficking, and
general advice for children.)
National Office: (+27)-(0)31-201 2059 (General Enquiries)
Website: www.childlinesa.org.za

Department of Social Development

Customer Care Helpline: 012 312 7727
Gender-Based Violence (GBV) Command Centre
(includes support for child abuse):
Toll-Free: 0800 428 428 (0800 GBV GBV)
SMS: 32312
Please Call Me: *120*7867# (free from any cell phone)
The DSD is responsible for child protection services.
Contact them if you suspect child abuse or neglect.

+ Financial & Identity Theft Concerns

Southern African Fraud Prevention Service (SAFPS)

Helpline: 0860 101 248 (For reporting suspected
fraud, especially identity theft.)
Email: SAFPS@safps.org.za
Website: www.safps.org.za

+ Mental Health & Support Services

TEARS Foundation

Helpline (USSD): *134*7355# (Free, for victims of
domestic violence, sexual assault, and child sexual
abuse.)
Tel: 010 590 5920
Website: www.tears.co.za

The Teddy Bear Foundation

Tel: 011 484 4554 (Office hours only)
Specialised medico-legal clinic for children who have
been abused or neglected, offering medical exams,
forensic assessments, and therapeutic counselling.

+ General Online Safety & Education

Tanosec Cybersecurity

Website: www.tanosec.co.za (Visit us for more
guides, blog posts, info
Email: info@tanosec.co.za (For general enquiries and
support.)
Phone: +2768 629 5030 if based in Bloemfontein
Stay connected with our community and get updates
on emerging threats relevant to South Africa.

UNICEF South Africa

Website: www.unicef.org/southafrica (Offers online
safety tips, resources, and reports on children's
online behaviour in SA.)
Safe Online Global: safeonline.global/unicef-south-
africa (UNICEF's global initiative with information
relevant to South Africa.)

https://www.childlinesa.org.za/
https://www.safps.org.za/
https://www.tears.co.za/
https://www.tanosec.co.za/
mailto:info@tanosec.co.za
https://www.unicef.org/southafrica
https://www.unicef.org/southafrica
https://safeonline.global/unicef-south-africa/
https://safeonline.global/unicef-south-africa/


+ General Online Safety & Education

The Cybersecurity Hub

Website: www.cybersecurityhub.gov.za
Email: info@cybersecurityhub.gov.za
South Africa's National Computer Security Incident
Response Team (CSIRT), provides awareness and
coordinates responses to cybersecurity threats

THORN (Global Resource)

Website: www.stopssextortion.com or www.thorn.org

While international, THORN provides invaluable
resources, tools (like "Take It Down" for image removal),
and support for sextortion victims globally.

https://www.cybersecurityhub.gov.za/
https://www.google.com/search?q=https://www.stopssextortion.com/
https://www.google.com/search?q=https://www.stopssextortion.com/
https://www.thorn.org/


About Tanosec
Cybersecurity

At Tanosec, we believe that navigating the digital world should not be a source of fear, but a realm of opportunity and
connection, especially for our children. Located in the heart of South Africa, we are more than just a cybersecurity company; we
are a community-driven initiative passionately committed to making the digital landscape safer for everyone, from individuals
and families to small businesses and larger enterprises.

Website: https://tanosec.co.za
Email: info@tanosec.co.za
Phone: +27 62 1234 244
Follow us on socials for regular cybersecurity updates and tips or visit our website for more free resources.

Our mission is simple yet profound: To empower South Africans with the knowledge, tools, and confidence to thrive securely in
the digital age. We strive to:

Educate: Provide clear, actionable, and up-to-date information on online threats and best practices.
Protect: Offer cybersecurity solutions that safeguard personal data, devices, and digital identities.
Empower: Equip individuals, families, and organisations with the resilience to identify, prevent, and respond to cyber risks.
Support: Be a trusted resource, offering guidance and assistance when digital challenges arise.
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